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Why new regulation 

• speed and simplicity processing personal data 

• new technology 

• global excange of big data 
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Personal data 
• name 

• date of birth 

• personal ID nr 

• aadress 

• telephone nr 

• e-mail adresses 

• Online identifier (such as, e-

mail address, screen names, 

IP address, device IDs) 

• Pseudonymous data 

• health data, genetic data 

• biometric data (fingerprint, 

face detection) 

• disciplinary statements 

• exam / test results 

• other verbal assessments 

such as protocols for 

development interviews 

Employee and/or 

client 



Art 9: Special categories of personal data  
• Processing of personal data revealing  

– racial or ethnic origin,  

– political opinions,  

– religious or philosophical beliefs, or  

– trade union membership,  

– genetic data, biometric data  

for the purpose of uniquely identifying a natural person, data 

concerning health or data concerning a natural person's sex 

life or sexual orientation shall be prohibited, IF….  



Legal basis of processing 

Data made public 
by the data 

subject  
By law 

Based on 
contract 

Data subject's 
explicit consent 

Specific 
processing 

situations (art 
85) 



 

Free consent 



Art 5: Personal data shall be  
• (a) processed lawfully, fairly and in a 

transparent manner in relation to the 

data subject  

• (b) collected for specified, explicit and 

legitimate purposes and not further 

processed in a manner that is 

incompatible with those purposes;  

• (c) adequate, relevant and limited to 

what is necessary in relation to the 

purposes for which they are processed 

(‘data minimisation’);  



 

Controller and processor 

• Responsibility - The controller 

is responsible for the 

processor's compliance with 

processing principles and 

rules 

• Controller must be able to 

demonstrate the compliance 

Controller 

Employee Partner 



Art 5: Personal data shall be  

• (f) processed in a manner that ensures appropriate 

security of the personal data, including protection 

against unauthorised or unlawful processing and against 

accidental loss, destruction or damage, using 

appropriate technical or organisational measures 

(‘integrity and confidentiality’).  



 

Access matrix 



The time limit for storing 

data is strictly limited 

• Google Drive 

• One Drive 

• Azure 

• Dropbox 

• SharePoint 

• … 

 



Kaspersky Lab report: Cybercriminals often 

first attempt to gain entry to an enterprise 

system through the weakest link: Employees 
• The top concerns  

– employees sharing inappropriate data via mobile devices 

(47%),  

– the physical loss of mobile devices exposing their 

company to risk (46%),  

– the use of inappropriate IT resources by employees (44%). 

• 40% of businesses globally said that employees                

hide IT security incidents to avoid punishment 
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Self-evaluation questionnaires for 

organization 

GDPR audit 

Consulting 


